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Abstract Information leakage and forgery continue to threaten the security of the information storage and transmission. However, most exist-
ing physical encryption materials rely on single and predictable stimulus-response mechanisms, resulting in limited security, programmability,
and service life. Herein, a high-security sequential 4D encryption system is developed based on a dynamic covalent polyurethane network that
integrates shape memory, self-healing, and photochromism in one system. Arylboronic acid was incorporated into the polyurethane framework
to form a dynamic boron carbamate network. The resulting boroxine crosslinks act as reversible junctions, enabling thermally triggered shape
memory behavior, while simultaneously providing efficient self-healing through reversible hydrolysis and reformation. The optimized
polyurethane exhibited a tensile strength of about 35 MPa, a shape-fixity ratio of >99%, and a shape-recovery ratio of up to 83% while achieving a
self-healing efficiency of about 81% after thermal treatment. In parallel, the incorporation of a photochromic dye enables precise time-depen-
dent color evolution under ultraviolet irradiation. The synergistic coupling of thermal and photonic responses allows sequential and time-gated
information decoding, significantly increasing the encryption complexity and resistance to unauthorized access. The resulting films function as
dynamic 4D encryption carriers from which correct information can be retrieved only through a predefined sequence of shape recovery and
color transformation. This study provides a versatile strategy for next-generation physical encryption materials with intrinsic damage tolerance,
long-term reliability, and storage potential in optical data storage and advanced anti-counterfeiting applications.
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INTRODUCTION

With the rapid development of the digital era and big data tech-
nologies, secure information storage, transmission, and authen-
tication have become indispensable in modern society, span-
ning economic activities, scientific research, and public safety
systems.'*! However, the continuous evolution of counterfeit-
ing, duplication, and simulation technologies has significantly
increased the risk of information leakage and forgery, leading to
substantial economic losses and security vulnerabilities.!*~!
These challenges highlight the urgent need for advanced physi-
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cal encryption materials that are capable of providing higher se-
curity levels than conventional digital encryption strategies.
Most existing physical encryption systems rely on single stimu-
lus-response mechanisms such as color changes triggered by
light/~'? heat,'*~'% humidity,l'"”~'? and pressure.?%-3! Al-
though effective for hiding basic information, these two-dimen-
sional (2D) encryption modes suffer from inherent security limi-
tations, as encrypted information can often be decoded by di-
rect exposure to a single external stimulus.”*?*! To improve en-
cryption complexity, three-dimensional (3D) encryption strate-
gies that combine surface patterns with macroscopic shape
transformations have been proposed.”®?”) However, static 3D
structures remain vulnerable to reverse engineering-, replica-
tion-, and simulation-based attacks. Even advanced physically
unclonable functions (PUFs), while theoretically secure, may
face modeling or machine-learning-assisted simulation
threats. 12630
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To address these limitations, four-dimensional (4D) encryp-
tion has emerged as an advanced strategy that introduces
time as an additional encryption dimension, enabling infor-
mation to evolve dynamically under controlled stimulus se-
quences.31-331 Unlike static encryption systems, 4D encryp-
tion significantly enhances the information complexity, un-
predictability, and resistance to brute-force or simulation at-
tacks.’4-381 Nevertheless, realizing practical 4D encryption
materials remains challenging, as it requires precise coordina-
tion between reversible shape programmability, time-depen-
dent information evolution, and long-term material reliability
within a single-material platform. From a material perspec-
tive, two key requirements must be satisfied to achieve an ef-
fective 4D encryption. First, the material must possess a re-
versibly programmable shape transformation that allows en-
crypted information to remain concealed until the correct
stimulus sequence is applied. Shape memory polymers
(SMPs) fulfill this requirement by enabling programmable
temporary shapes to recover to a permanent shape under ex-
ternal stimuli such as light, heat, and electricity.39-#4 Typical
SMPs rely on a dual-phase architecture consisting of a stable
cross-linking point that stores the permanent shape and re-
versible switching segments that enable temporary shape fix-
ation and recovery. This reversible deformation mechanism
offers a powerful means of protecting information during
storage and transmission. Second, 4D encryption requires a
dynamic, time-dependent information output, in which mul-
tiple layers of information are revealed sequentially rather
than simultaneously. Materials exhibiting a serialized re-
sponse, such as a shape change followed by color evolution,
can encode multidimensional information within a single ob-
ject. Such dynamic information cannot be fully captured by
one-time characterization methods (e.g., optical microscopy
or spectroscopy), which provide intrinsic resistance to physi-
cal replication and reverse engineering.*>-4”1 However, inte-
grating these two requirements into a single-material system
without mutual interference between response mechanisms
remains a significant challenge.

Polyurethane (PU) has emerged as a highly attractive ma-
trix for SMP-based encryption systems due to its versatile
molecular design, tunable mechanical properties, and excel-
lent processability.*8->11 In particular, waterborne poly-
urethane (WPU) offers additional advantages, including envi-
ronmental friendliness and scalable fabrication. Nevertheless,
conventional PU-based SMPs suffer from an inherent limita-
tion: repeated deformation cycles and unavoidable external
damage often induce microcracks or macroscopic fractures,
leading to irreversible mechanical degradation and loss of
shape memory functionality.®?} Self-healing materials have
been developed to overcome this bottleneck by enabling
damage repair through reversible interactions.>354 Existing
self-healing strategies primarily rely on dynamic covalent
bonds (such as disulfide bonds[>=>71 borate ester
bonds,58-691 etc.) or non-covalent bonds (such as hydrogen
bonds, metal coordination, host-guest interactions, etc.).[61-63!
Among these, dynamic covalent networks are particularly at-
tractive because of the balance between mechanical robust-
ness and reversibility. Consequently, integrating self-healing
capability into SMPs to form self-healing shape memory poly-

mers has become an important research direction, aiming to
extend the service life while maintaining functional
reliability.[64-661 Despite recent progress, reports combining
self-healing, shape memory, and time-dependent optical en-
cryption within a single polymer network remain limited.

Herein, we report a dynamic covalent polyurethane net-
work that integrates shape memory, self-healing, and pho-
tochromism to construct a high-security sequential 4D en-
cryption system. WPU was synthesized using 3-aminophenyl-
boronic acid (APBA) as a functional end-capping agent to in-
troduce dynamic boron carbamate units. Upon dehydration,
the boronic acid moieties reversibly form tripodal boroxines,
which serve as stable yet dynamic junctions acting simultane-
ously as permanent shape memory netpoints and self-heal-
ing sites through reversible hydrolysis-reformation process-
es (Schemes 1a and 1b). The semicrystalline polycaprolac-
tone (PCL) segments function as reversible switching do-
mains, enabling thermally triggered shape programming and
recovery. Furthermore, the incorporation of a photochromic
dye, 2,2'-dinaphthylamine (CDP), endows the system with
time-dependent color evolution under ultraviolet irradiation.
By coupling thermally induced shape recovery with light-trig-
gered color changes, a time-gated 4D encryption platform
was achieved, enabling controlled information writing, se-
quential decoding, and irreversible information erasure
(Scheme 1c). This study demonstrates a synergistic material
design strategy that integrates multimodal encryption, intrin-
sic damage tolerance, and long-term reliability, offering a
promising route toward next-generation physical encryption,
optical data storage, and advanced anti-counterfeiting tech-
nologies.

EXPERIMENTAL

Materials

Isophorone diisocyanate (IPDI, 99%), dibutyltin dilaurate (95%),
2,2-bis(hydroxymethyl)propionic acid (DMPA, 98%), 3-amino-
benzeneboronic acid (APBA, 99.5%), dodecyl sodium sulfonate,
and 2,2-dinaphthylamine (CDP) were purchased from Rhawn
(Shanghai, China). Poly(e-caprolactone) (PCL 2105, M,,=1000 Da)
was purchased from Hunan Juren Chemical Nova Technology
Co., (Hunan, China). The PCL and DMPA were dried under vacu-
um at 80 °C for 24 h before use. All the other materials were
used as supplied. Laboratory-made deionized water was used as
the continuous phase during emulsification.

Preparation of Aminophenylboronic Acid
Functionalized Waterborne Polyurethane
(WPU-APBA) Emulsion

The WPU was synthesized using 2-butanone to adjust the vis-
cosity of the reaction system. IPDI, PCL, and DMPA were added
to a 1000 mL three-neck flask and stirred at 300 r/min. Dibutyltin
dilaurate was heated to 80 °C for 3 h. Subsequently, APBA was
added and the reaction mixture was stirred for 2 h to facilitate
end-capping. The reaction mixture was then cooled to 55 °C,
neutralized with triethylamine, and stirred at 700 r/min for 0.5 h.
To enhance emulsification, dodecyl sodium sulfonate was
added, and the mixture was stirred at 1200 r/min for 0.5 h,
cooled to 50 °C, supplemented with deionized water, and fully
emulsified at 1400 r/min for 1 h. Finally, 2-butanone was re-
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moved by rotary evaporation at 55 °C to obtain a WPU-APBA
emulsion with a solid content of about 35%. The optimum
emulsion was determined by adjusting the soft segment and
APBA contents to create different emulsion systems of WPU-
APBA-0.3, WPU-APBA-0.5, WPU-APBA-1, WPU-APBA-3 and WPU-
APBA-5, as listed in Table S1 (in the electronic supplementary in-
formation, ESI).

Preparation of Photochromic Polyurethane
Emulsions

To prepare the photochromic polyurethane emulsion, CDP was
added to the WPU-APBA-0.5 emulsion. The mixture was stirred
at 300 r/min for 24 h at room temperature to obtain a mixed
APBA-CDP emulsion.

Preparation of Polyurethane Films

Polyurethane films were prepared by casting a measured
amount of the emulsion into a polytetrafluoroethylene (PTFE)
mold (1 cm radius). The cast emulsion was allowed to dry natu-
rally at room temperature, yielding uniform films that were suit-
able for subsequent characterization and functional testing.

Characterization

"H-NMR spectra were recorded at 25 °C using a 500 MHz spec-
trometer (Bruker DRX AVANCE IlI, Bruker, Switzerland). Fourier
transform infrared (FTIR) spectra were recorded using an FTIR-
8400S instrument (Shimadzu, Japan), with air as the back-

ground reference. The film crystallinity was probed using X-ray
diffraction (XRD; Panaco Cangtian) with a scan range of 5°—60°.
The weight-average molecular weight (M,,), number-average
molecular weight (M,), and polydispersity index (PDI) were de-
termined using gel permeation chromatography (GPC; 515
HPLC Pump Waters Company, USA) with tetrahydrofuran as the
solvent. The tensile strength was measured using an electronic
universal testing machine (PT14-014, 20 kN, China) at a load
change rate of 20 N/s and displacement rate of 40 mm/min.
Thermogravimetric analysis (TGA; TGDTA 7300, HITACHI, Japan)
was conducted over a temperature range of 20-800 °C under a
nitrogen purge rate of 10 mL/min. Dynamic mechanical analy-
sis (DMA; Q800, TA, USA) was performed in three-point bending
mode at a ramp rate of 10 °C/min and a frequency of 1 Hz in the
temperature range from —80 °C to 100 °C. T, was defined as the
peak of the tané curve. The thermal stabilities of the samples
were determined using differential scanning calorimetry (DSC)
and a TA DSC-2500 (TA Instruments, USA). The samples were
sealed in an aluminum crucible and tested under nitrogen at-
mosphere at a flow rate of 50 mL/min. To eliminate any prior
thermal history, deliberate heating and annealing processes
were used. During the heating cycle, the sample was heated at a
rate of 10 °C/min in the temperature range from —80 °C to 100
°C and annealed at 100 °C for 10 min to remove the residual ef-
fects of the previous heat treatment. During the cooling pro-
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Scheme 1 Design and application of a dynamic covalent polyurethane-based sequential 4D encryption system. (a) Schematic synthesis of the
polyurethane network with reversible transformation of boroxine crosslinks; (b) Structure-function relationship illustrating thermally triggered
shape memory, dynamic boroxine-enabled self-healing, and UV-induced photochromism; (c) lllustration of 3D encryption via shape recovery and
advanced time-gated 4D encryption achieved by sequential shape recovery and UV-controlled color evolution.
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cess, the sample was cooled to —80 °C, at a scanning rate of 10
°C/min. This controlled cooling process provides insight into the
behavior of the material during cooling and the potential phase
transition.

The shape memory properties of the composites were
quantitatively evaluated by DMA in the tensile mode under
controlled stress conditions. samples were heated to 70 °C for
3 min, stretched to 40% strain, and shape-fixed at 0 °C while
maintaining constant stress. After the stress release, the sam-
ples were reheated to 70 °C and held isothermally for 25-30
min. To test the self-healing ability, the polyurethane sample
was cut out with a knife, the cross section was dipped in wa-
ter, kept in contact with its complementary half, and then
heated to 80 °C to repair the damage.

RESULTS AND DISCUSSION

Molecular Design and Structural Characterization of
Phenylboronic Acid Ester-based Polyurethane

To simultaneously achieve shape memory behavior and self-
healing capability within a single polymer network, a segment-
ed polyurethane architecture was rationally designed. IPDI was
selected as the hard segment to form a mechanically strong and
ordered microdomain, whereas semicrystalline PCL served as
the soft segment to realize microphase separation and re-
versible chain mobility. Thus, APBA was introduced as a func-
tional capping agent, yielding a dynamic covalent polyurethane
network with boron carbamate linkages, denoted as WPU-
APBA. During film formation from a polyurethane emulsion, the
pendant phenylboronic acid groups undergo reversible dehy-
dration and trimerization to form tripodal boroxines.”%%! Upon
damage and subsequent thermal treatment, the residual
boronic acid groups at the fractured interfaces recondense to
regenerate boroxine crosslinks, while elevated temperatures si-
multaneously enhance segmental mobility, facilitating interfa-
cial diffusion and bond reformation. As a result, the hard seg-
ments composed of IPDI and APBA function as a stationary
phase for shape memory and a self-healing bonding point
through reversible tripodal boroxine hydrolysis-reformation.
Meanwhile, the semi-crystalline PCL domains act as flexible seg-
ments, providing the reversible phase required for shape pro-
gramming and recovery as well as facilitating molecular move-
ment across damaged interfaces. This synergistic dual-dynamic
cross-linked network enabled efficient self-healing and stable
shape memory performance.

To investigate the influence of APBA content on the net-
work structure and properties, a series of WPU-APBA samples
with varying APBA-to-soft-segment ratios (WPU-APBA-x,
x=0.3, 0.5, 1, 3, and 5) were prepared. The specific blending
ratios and synthesis routes are presented in Table S1 and Fig.
S1 (in ESI), respectively. The successful synthesis of WPU-AP-
BA was confirmed using FTIR and "H-NMR spectroscopy. As
shown in Fig. 1(a), the disappearance of the characteristic iso-
cyanate absorption band at 2270 cm~! indicates the com-
plete consumption of the —NCO groups. The presence of a
strong carbonyl stretching band at 1735 cm~' is attributed to
the stretching vibration of the carbonyl group in carbamate,
while the absorption band at 710 cm~! is assigned to the
characteristic vibration of B;0; tripodal boroxines, indicating
the formation of dynamic boron-oxygen crosslinks.[”! These

results, together with TH-NMR (Fig. S2 in ESI) and GPC analy-
sis (Table S2 in ESI) to verify the successful incorporation of
APBA into the polyurethane backbone.l%8! The introduction of
APBA influences the intermolecular interactions within the
polymer network. The FTIR spectra of the WPU-APBA-x sam-
ples (Fig. 1b) and deconvolution analysis of the C=0 stretch-
ing region (1600—1800 cm~") revealed a progressive enhance-
ment of hydrogen bonding with increasing APBA content
(Fig. 1c and Figs. S3—S6 in ESI). The carbonyl bands were de-
convoluted into free, disordered, and ordered hydrogen-
bonded C=0 components using a Gaussian function, with
the quantitative fitting parameters summarized in Table S3
(in ESI).I-711 The proportion of hydrogen-bonded C=0
groups increased from 49.93% to 64.71% as APBA content in-
creased, thereby strengthening microphase separation and
network cohesion.

Mechanical integrity is a prerequisite for reliable stimulus-
responsive behavior, particularly for repeated programming
and recovery. Tensile testing of the WPU-APBA films (Fig. 1d)
reveals that the mechanical performance initially improved
with increasing APBA content due to enhanced crosslinking
density and intermolecular interactions. However, excessive
APBA loading (>1 wt%) led to a decline in the tensile strength
and elongation at break. This reduction is attributed to the in-
creased rigidity and restricted segmental mobility imposed
by excessive boroxine crosslinks, which compromise the net-
work toughness of WPU-APBA. Among all compositions,
WPU-APBA-1 exhibited optimal mechanical performance,
with a tensile strength of 35.23 MPa and an elongation at
break of 855%, demonstrating a balanced combination of
strength and flexibility suitable for reversible deformation
processes. Thermal stability is critical for materials subjected
to repeated thermal activation during shape memory and
self-healing cycles. Thermogravimetric analysis (TGA in Fig.
1e) shows that all WPU-APBA samples exhibit high thermal
stability, with initial decomposition occurring at 250 °C and
main degradation occurring between 300 and 500 °C, corre-
sponding to urethane bond cleavage and backbone depoly-
merization. The elevated decomposition temperatures indi-
cated that strong boric-containing interactions contributed
to the stabilization of the polymer network under thermal
stress. The fluidity of the molecular chain significantly influ-
ences the mobility of the polyurethane chain during the
shape memory process. To better understand the fluidity and
viscoelastic behavior of the molecular chain, the dynamic me-
chanical properties of different polyurethane samples were
evaluated using DMA, as shown in Fig. 1(f). At low tempera-
tures, the high storage modulus (E') reflects a rigid glassy
state with frozen chain segments. As the temperature in-
creased, a sharp decline in E' corresponded to the glass transi-
tion of the material, indicating the activation of segmental
mobility. Above the glass transition temperature (T), a rub-
bery plateau emerged, reflecting the stable network elastici-
ty governed by boroxine crosslinks. This temperature-depen-
dent modulus evolution confirms that the synthesized WPU-
APBA networks possess the necessary thermal and mechani-
cal characteristics to support a reliable shape memory behav-
ior.

Shape-programmable Self-healing Polyurethane Film
According to the DMA results (Fig. 1f and Fig. S7 in ESI), the T of
the WPU-APBA samples varied with the APBA content, ranging
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from 57 °C to 94 °C. Studies on boron-oxygen heterocyclic dy-
namic polymers have shown that effective bond exchange typi-
cally requires temperatures of 70-80 °C."273! Therefore, 80 °C
was selected as the self-healing temperature to ensure a suffi-
cient chain mobility for interfacial diffusion and entanglement.
The self-healing tests of WPU-APBA-x at 60 °C for 1h (Fig. S8 and
Table S4 in ESI) further confirmed that lower temperatures are
not suitable for effective healing. To evaluate the healing per-
formance, the WPU-APBA-x films were cut into two pieces,
lightly wetted at the fractured interface to activate boroxine hy-
drolysis, recontacted, and heated at 80 °C for 1 h to promote re-
crosslinking. As shown in Fig. 2(a), the scratch gradually disap-
peared with healing time, indicating progressive interfacial re-
connection. The incorporation of APBA introduces dynamic

boronic acid moieties that undergo reversible dehydration to
form boroxine (B3O;) crosslinks during the film formation.
Boroxine is a trimeric boron—oxygen ring structure that can re-
versibly hydrolyze in the presence of water and reform upon
drying or heating (Fig. 2b). This dynamic covalent equilibrium
enables bond exchange across damaged interfaces, thereby im-
parting an intrinsic self-healing capability to the polyurethane
network. A quantitative assessment was performed by compar-
ing the tensile strength before and after healing (Fig. 2¢c). The
healing efficiency increased with APBA content with WPU-
APBA-3 reaching a maximum of 80.66%, and then decreased at
5 wt% loading (69.42%). This trend reflects the balance be-
tween dynamic bond density and network rigidity; moderate
APBA enhances interfacial bond exchange, whereas excessive

https://doi.org/10.1007/510118-026-3722-6
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Fig.2 Self-healing and shape memory behavior of WPU-APBA films. (a) Photograph images showing surface scratch healing of WPU-APBA-x films
at 80 °C over time; (b) Schematic diagram of boroxine-mediated reversible hydrolysis and re-crosslinking, enabling self-healing; (c) Tensile strength
of WPU-APBA-x before and after healing and corresponding self-healing efficiency; (d) Programmable “U”-shape memory process and recovery
sequence. The attached figure depicts the physical picture of the shape memory recovery process; () DSC thermograms of WPU-APBA-x; (f)
Average values * standard deviation of the shape fixation rate and shape relaxation of WPU-APBA-x over five consecutive cycles; (g) Representative

stress-controlled shape memory cycle of WPU-APBA-0.5.

crosslinking restricts the chain diffusion required for effective
healing.

The shape memory behavior arises from the dual-phase
segmented structure. The IPDI/APBA hard domains function
as permanent netpoints, whereas the semicrystalline PCL soft

segments act as reversible switching domains. This structure
of soft- and hard-segment phase separation results in WPU-
APBA having good shape memory performance, and the spe-
cific shape memory process is shown in Fig. 2(d). Upon heat-
ing above Ty, the chain mobility increases, and temporary
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shapes can be programmed under an external force. Cooling
below T, fixes the temporary shape and reheating restores
the permanent shape. Complete macroscopic recovery was
achieved within 120 s. As shown in Fig. 2(e), the melting tem-
perature (T,,,) of the semi-crystalline PCL domains in the WPU-
APBA chain was between 43 and 47 °C, which acts as a re-
versible physical cross-linking point for temporary shape fixa-
tion. Selecting 70 °C as the programming temperature, which
is approximately 20 °C higher than the T,,, of PCL, ensures that
the PCL crystals are completely melted. Simultaneously, the
hard segment phase enters a highly elastic state, and the dy-
namic boron-oxygen heterocyclic network participates in
shape fixation and recovery. To quantify the shape memory
efficiency, two metrics, the shape fixation rate (R) and shape

recovery rate (R,), were used, as defined in Eqgs. (1) and
(2):[49,74—76]

_[180° & .
Rf—[W]X‘IOOA (1
180° -6
r{w}xmo% ()

where 6 is the angle between the two straight ends of the
curved sample measured after cooling (fixed shape) and 6; is
the angle measured after heating (recovery shape).

Fig. 2(f) and Fig. S13 (in ESI) present the results for the
WPU-APBA-x over 5 consecutive cycles. The histograms repre-
sent the average values of 5 cycles, and the error bars repre-
sent the corresponding standard deviations. Specific data are
presented in Table S5 (in ESI). The DMA cycle test showed
that WPU-APBA-1 exhibited maximum R>98%, while R, for all
samples ranged from 61.18% to 83.47% (Figs. 2f and 2g, Figs.
S9-S12 in ESI). These results show that the synthesized WPU-
APBA has good self-healing and stable shape-memory perfor-
mance. Among all compositions, WPU-APBA-0.5 demonstrat-
ed the most balanced performance, combining 71.9% self-
healing efficiency, 83.47% shape memory recovery rate, and
34.92 MPa tensile strength. Therefore, WPU-APBA-0.5 was se-
lected for subsequent studies because it provides optimal
mechanical robustness, reversible deformation capability,
and self-healing functionality.

Light-responsive Color Switching Behavior

To introduce time-dependent optical functionality into the opti-
mized WPU-APBA-0.5 matrix, 2,2’-dinaphthylamine (CDP) was
physically incorporated to impart photochromic properties,
yielding composites denoted as APBA-CDP. CDP was selected
because of its conjugated naphthalene framework and nitro-
gen-centered electron-donating structure, which enables light-
induced intramolecular electron transfer and the formation of a
colored radical or charge-transfer state under ultraviolet irradia-
tion.®7778] The tensile properties of the APBA-CDP films are
shown in Fig. S14 (in ESI), indicating a slight reduction in the
mechanical properties after dye incorporation. This is attributed
to the tendency of the organic dye molecules to aggregate,
forming stress concentration points within the material. Under
material loading, cracks preferentially initiate and propagate at
these sites, resulting in early fractures and reduced mechanical
strength. Nevertheless, the tensile strength remained above 22
MPa, which is sufficient to support subsequent applications. The
proposed photochromic mechanism is illustrated in Fig. 3(a).

Upon 365 nm UV exposure, CDP undergoes an electronic transi-
tion from the ground state to an excited state, followed by non-
radiative relaxation into a colored species, resulting in a visible
color change in the polymer film. To evaluate the tunability of
the photochromic response, different CDP loadings (0.1 wt%,
0.5 wt%, and 1.0 wt%) were incorporated into the WPU-APBA-
0.5 matrix. As shown in Fig. 3(b), increasing the CDP concentra-
tion accelerated the color development rate and enhanced the
color intensity under identical UV irradiation times. At 1.0 wt%, a
distinct brown coloration appeared within 30-60 s, whereas
lower concentrations exhibited slower color evolution. This con-
centration-dependent behavior confirms that the optical re-
sponse can be precisely modulated by the dye content, provid-
ing a controllable parameter for a time-gated encryption de-
sign. To quantitatively analyze the color transition, the color dif-
ference (AE) was calculated as a function of irradiation time (Fig.
3¢). AE increased monotonically with UV exposure time for all
concentrations, with higher CDP loadings exhibiting larger AE
values at equivalent irradiation times. These results verify that
the photochromic response is both time- and composition-de-
pendent, enabling programmable optical output. The chro-
maticity evolution was further analyzed using a CIE 1931 color
space diagram (Fig. 3d). The chromaticity coordinates shifted
from the initial near-neutral region toward the red-brown re-
gion upon UV irradiation, visually confirming the systematic col-
or transformation. The progressive and controllable migration in
the color space demonstrates the feasibility of using irradiation
time as an additional encryption parameter. Importantly, the in-
corporation of CDP did not compromise the mechanical integri-
ty or shape memory performance of the APBA network. As
shown in Fig. S15 (in ESI), the shape memory cycling stability re-
mained above 94% recovery after 5 cycles, indicating that the
photochromic functionality operates independently without
disrupting the dynamic covalent network. The self-healing per-
formance of APBA-CDP was evaluated, as shown in Fig. $16 and
Table S6 (in ESI). The incorporation of dye did not significantly
affect the self-healing efficiency of WPU-APBA, which remained
between 79.8% and 83.56%.

Multistep Shape-color Coupled 4D Encryption System
The integration of thermally triggered shape memory and UV-
responsive photochromic properties enables the APBA-CDP
films to function as programmable physical encryption plat-
forms. The encryption strategy was based on two orthogonal
stimuli: temperature (shape transformation) and UV irradiation
(time-dependent color evolution). As illustrated in Fig. 4(a), en-
crypted patterns were first written onto the APBA-CDP films us-
ing a photomask method. The polyurethane emulsion was cast
into a square 2 cm X 2 cm polytetrafluoroethylene (PTFE) mold
to obtain uniform films. A patterned black mask was placed on
the film surface and irradiated with 365 nm UV light, generating
localized brown regions corresponding to the exposed areas.
The resulting patterns were stable under ambient conditions,
indicating that UV-induced color formation was effectively irre-
versible under normal operating conditions, which prevented
unintended information erasure. A highly secure 3D encryption
system was designed using the photochromic and shape mem-
ory properties, as shown in Fig. 4(b). The flat film was heated to
70 °C, mechanically rolled into a spiral geometry, and fixed at
—20 °C. In this temporary configuration, encoded information is
geometrically concealed and cannot be interpreted directly.

https://doi.org/10.1007/510118-026-3722-6
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During decryption, reheating to 70 °C restores the film to its
original planar configuration, revealing the positioning markers
that guide correct message reading. Using a Morse-based spa-
tial encoding strategy, the message “HOPE" was successfully de-
coded. Subsequently, the extended UV irradiation permanently
alters the optical state, serving as a controlled destruction step
to prevent secondary information leakage. While this 3D en-
cryption strategy increases security by coupling spatial geome-
try with optical encoding, static 3D systems remain theoretical-
ly vulnerable to replication once both the structure and the op-
tical state are known. Therefore, an additional layer of encryp-
tion is required to further enhance resistance to reverse engi-
neering.

To solve this possible risk of leakage, a fourth dimension,
time, was introduced using irradiation duration as the core
key to designing an advanced 4D encryption system. Be-
cause the CDP concentration governs the rate of color devel-

a 2

Pattern

o N

N

opment, films with different CDP loadings exhibit distinct col-
or evolution kinetics under identical UV exposure. By spatial-
ly integrating the APBA and APBA-CDP layers with varying
dye concentrations, a time-resolved information output plat-
form was constructed (Fig. 5). As shown in Fig. 5(a), the film
was first preprogrammed into a spiral configuration via ther-
mal deformation and fixation. After recovering to the planar
state at 70 °C, the film was exposed to UV light. Because dif-
ferent regions contain different CDP concentrations (Fig. 5b),
encoded patterns emerge sequentially, depending on the ir-
radiation time. The decryption process is illustrated in Fig.
5(c). The spiral shape was heated at 70 °C to remove the 3D
shape, and the color change was combined with the Moss
code to enhance decryption difficulty and information densi-
ty. The initial interference code in the first row reveals “A” and
in the second row “T", forming “AT". After 30 s of continuous
film irradiation at 365 nm, the second pattern emerges, with
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the first row reading “4” and the second row “D”, forming the
intermediate code “4D”", which is the hidden correct informa-
tion. Under continuous irradiation, a third decoy code ap-
pears at 120 s, with “4” on the first row and “B” on the second
row, forming the final misleading code “4B". The decryption
process for the physical image is illustrated in Fig. 5(d). Thus,
only by applying the correct sequence, shape recovery fol-
lowed by precisely timed UV irradiation could the intended
information be extracted. Missing the correct irradiation win-
dow results in incomplete or misleading output. This time-
gated strategy transforms the material from a static encryp-
tion carrier into a dynamically evolving system, significantly
increasing decoding complexity. Unlike conventional sys-
tems that can be replicated once structural information is
known, this platform requires accurate control of stimulus or-
der, temperature, irradiation time, and spatial composition,
thereby enhancing the resistance to brute-force simulation
and reverse engineering.

CONCLUSIONS

A dynamic covalent polyurethane network integrating shape
memory, self-healing, and photochromic functionalities was
prepared by incorporating APBA as a capping agent into WPU,
followed by the physical incorporation of the photochromic dye
CDP. The formation of reversible boroxine crosslinks provides
stable network junctions that simultaneously serve as perma-
nent netpoints for shape memory and dynamic sites for self-
healing. The optimized WPU-APBA exhibited an excellent
shape-fixity ratio of 99.68% and shape recovery ratio of 83.47%,
together with a self-healing efficiency of up to 80.66% after
heating at 80 °C for 60 min. The introduction of CDP endowed
the material with controllable and time-dependent pho-
tochromic behavior under 365 nm irradiation, enabling pro-
grammable optical output without compromising mechanical
integrity or shape memory performance. A sequential and time-
gated 4D information encryption platform was realized by cou-
pling thermally triggered shape recovery with UV-regulated col-
or evolution. Information can be written, revealed, and inten-
tionally destroyed through controlled stimulus sequences, sig-
nificantly enhancing encryption complexity compared with
conventional static systems. This study demonstrates a versatile
material design strategy that integrates dynamic covalent
chemistry with multimodal responsiveness, providing a promis-
ing approach for physical encryption, optical data storage, and
advanced anti-counterfeiting applications.
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